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We looked at ver-
sion 3.0 of this
product in the virtual
private network
FECOMMENOED Group Test last year,
and it is good to see it being evalu-
ated as a firewall this time around.
Astaro might not be a familiar
name to most people, but it
deserves to be if it continues to
produce products such as this.

The application runs on a stand-
alone, hardened version of Linux,
making it suitable for most plat-
forms.Itisastateful inspection fire-
wall, but its true strength comes
from the sheer number of security
features that come as standard —far
more than you would expect for a
product that is so inexpensive.
Indeed, the home version — which
is a slightly cut-down application —
is actually free.

It offers a wide range of applica-
tion proxies,suchas HTTP,HTTPS,
SMTP and POP3, as well as net-
work address translation (NAT),
but these are to be expected. What
is not to be expected are features
such as load-balancing, which is
usually the province of much more
expensive applications.

Although suited more for the
SME market — and does not there-

fore provide the heavy duty load-
balancing provided by StoneGate,
for example — it is perfectly suffi-
cient for a medium-sized network.

It works by spreading traffic
across multiple web servers in a
‘round robin’ approach. There is
also a degree of traffic shaping,
whereby you can prioritize traffic
depending on the protocol, service
or network sending or receiving.
The hierarchical token bucket
facility — part of later Linux distri-
butions — allows a degree of QoS
management as well.

The application is also a fully-
featured VPN, providing a number
of authentication protocols such as
RADIUS and LDAP, as well as
128-bit encryption. It also provides
content filtering. You can filter out
ActiveX components, spam, and,
optionally, take advantage of
Astaro’s daily-updated white/black
list facility for URLs. There is also
the option of the Kaspersky virus
scanner.

Installation is easy, and manage-
ment can be performed remotely
through an encrypted WebAdmin
console. And if you need it, the

user’s guide is extremely simple to
understand, from the basics right
up to the more complex configura-
tions that the product supports.
There is also some superb graphical
reporting available for both hard-
ware and network performance.

Once again, words almost fail us
where this product is concerned.
With more features than you can
shake a stick at,at a price point that
is almost ridiculously low — this is a
real winner.

SC MAGAZINE RATING
Features 2. 0.0.0.0.¢
Ease of use Yk k ok
Performance ok k ok
Documentation Yk k ok
Support Yk kk ok

Value for money 2. 0.8.0.0 ¢

OVERALL RATING

FOR An astonishingly rich set of
security features.

AGAINST For the price — nothing.
VERDICT A firewall, content filter and
VPN all in one, Astaro Security Linux is
an absolute gem.
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