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1. The Survey $" astaro

= Objectives
« Understand current usage of IT security technology by our customers
« Get feedback about biggest IT security challenges for the near future
« Understand priorities of additional technologies Astaro should look into

= Survey period 13 — 30 June 2007

= Statistical analysis
« Freguencies
« Correlations
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1. The Survey @' astaro

Responses: 2.873

thereof:
Other
2504 Resellers &
Partners
35%

Customers
40%
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2. Respondent Structure
Region and Industry

Respondents per region

Middle

Asia Pacific; EastAlrica; Middie and
d 61 South
80 America; 9

Eastern
Europe; 132

North
America;

4 783

Western
Europe; 891

imternet security

.‘ asrCarR0

Astaro customers per industry

Education
10%

Other

Finance
6%
N/A
3%
Wholesale&Re
tail
6%

Government
9%

Healthcare
5%

Telecom&IT
17%

Manufacturing
15%

Supplier
2% 9%

Service
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2. Respondent Structure .‘ e a—
Company Size

Company size of all respondents

5000
and more

79% 2%

1000-4999
7%

500-999

6%
Less than 50

44%

100-499
21%

50-99
13%
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2. Respondent Structure .\ S=tramO
Size of IT Security Team R

Size of IT-Security Team depending on Company Size

100% -

90%

80%

70% -

60% - @ > 10 people
@ 4-10 people
O 1-3 people

O No

50%

40%

30%

20%

10%

0 % T T T

Less than 50 50 - 99 employees 100 - 499 500 - 999 1,000 - 4,999 5,000 employees
employees employees employees employees or more
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2. Respondent Structure @' astaro

How important are the following properties to you
when buying network products?

Quality Functionality Performance Price Technical Support Easyto use GUI Installation Documentation
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3. Future Trends e astaro

What security technology do you currently use to protect your company's
network and data communication?

[
11226

Firewall

Virus Protection 11123

11103

Spam Protection
VPN
Intrusion Protection

11995

Spyware Protection
URL Filtering |
Central Security Monitoring |
IM & P2P Control |
Central Security Configuration Management |

Email Encryption 1271
VolIP Security [ 130
None |3

0 200 400 600 800 1000 1200 1400

n=1226

More than 22% of Astaro customers are already using email encryption.
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3. Future Trends | .‘ P
Customers Interest in other Security Technology e

How interested are you in the following applications?

WLAN Security

(o] 100 200 300 400 500 600 700 800

n = 1088

Vulnerability Scanner / Automated Penetration Testing
Web Application Firewall

Network Access Control (NAC)

Email / IM Archiving

Strong Authentication (Smart Cards, Tokens, Biometric)
WAN Acceleration

Host Based Intrusion Protection

Managed Security Services

Multifunctional Desktop Security Client

Protection against VolP attacks (DoS, Spit, fraud)
Ildentity Infrastructure & Management

Outbound Content Filtering

IM &; P2P Content Filtering

Firewall on Mobile Devices

Encryption for Vol P Traffic
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3. Future Trer_lds | | .‘ S=tamo
Partners Interest in Managed Security Services .

Which of the following services are important to your business
over the next 2 years?

Firewall

Virus Protection

Spam Protection

Spyware Protection

VPN

Intrusion Protection

URL Filtering

IM & P2P Control

Email Encryption

0 100 200 300 400 500 600 700

n = 688

Managed Security Services are becomming important
for almost every application.
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3. Future Trends =
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What do you foresee as the biggest challenge in protecting your network and
confidential data over the next 5 years?

Keeping an overview on possible security weak points

Preventing unauthorized users from accessing the company |
network or confidential data

Preventing leakage of company confidential data

Protecting Web applications against worms and hacker |
attacks

Protecting wireless data communication

Desktop Security for Notebooks

Guarding against threats from mobile devices

Prevent mobile devices with inactive or outdated security |
applications from connecting to the network

Email archiving

Content scanning of Instant Messaging & Peer-to-Peer |
traffic

Protecting VolP communication

T T T T
0 200 400 600 800 1000 1200
n = 1655
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4. Future Trends astaro

In which IT security areas will you invest over the next fiscal year?

Preventing unauthorized users from accessing the company 1 | | | | |
network or confidential data ‘ ‘

Keeping an overview on possible security weak points | | |

Protecting Web applications against worms and hacker attacks | ‘ | ‘ | |
(e.g. through SQL/command injection ‘ ‘

Preventing leakage of company confidential data | | |

Desktop Security for Notebooks | | |

Protecting wireless data communication | | |

Email archiving | | |

Guarding against threats from mobile devices | | |

Prevent mobile devices with inactive or outdated security | ‘ ‘ | |
applications from connecting to the network i ‘ ‘

Content scanning of Instant Messaging &amp;amp; Peer-to-Peer | | |
traffic i ‘ ‘

Protecting VolP communication (e.g. against eavesdropping | | |

0% 20% 40% 60% 80% 100%

‘ = Yes OO0 No ol don't know ‘
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4. Future Trends

Please estimate your planned IT budget for the
next fiscal year excluding staff (1$=0,75€)

Don't know
23,8%

Up to 50.000

More then
37,0%

1.000.000

7,1%
500.001-
1.000.000
4,2%

250.001- 50.001-

500.000 100.001-, 55 500

5 3% 250.000 o

9,0% o7

® | astaro

nternet securit

What percentage of the total IT budget do you estimate
will be spent on security software and hardware?

Less than 1%
4%

| don't know

22% 1% to 3%

11%

4% to 6%

18%
More than 15%

13%

11% 21%

Security budget of Astaro’s customers with less than 100 employees
Is between $ 5.000 and $ 10.000.
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5. Summary & Conclusions a' astaro

» Firewalls are the first line of defense within almost 100% of all companies
surveyed

= Anti-virus (91.5%) and anti-spam scanners (90%) are also listed among the top
three security technologies

» VPN products (81%) and intrusion protection systems (74%) are also
established within most corporate networks
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5. Summary & Conclusions a' astaro

= Customers showed significant interest in additional applications

= Top 3 for which at least 65% of all respondents showed interest are:
1. WLAN security
2. Vulnerability Scanner / automated penetration testing
3. Web Application Firewall

= Over 50% of all respondents said, they will invest into those technologies
during the next fiscal year.
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5. Summary & Conclusions a' astaro

= Top 3 concerns of at least 70% of all respondents are:
1. Keeping an overview on possible security weak points
2. Preventing unauthorized access to company confidential data
3. Preventing leakage of company confidential data

= With only 22% of those surveyed stating that they are already using email
encryption, we suggest that the use of email encryption is poised to rise
significantly in the near future

Page 20



Thank You.

Arne Klein
VP Marketing
aklein@astaro.com




