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1. Introduction

The guides contain complementary information on the Administration Guide
and the Online Help. If you are not sure whether you have the current version
of this guide, you can download it from the following Internet address:
http://www.astaro.com/kb

If you have questions or find errors in the guide, please, contact us under the
following e-mail address:
documentation@astaro.com

For further help use our support-forum under ...
http://www.astaro.com

... or use the Astaro Support offers ...
http://www.astaro.com/support

2. Remote Access via SSL

This guide describes step by step the configuration of a remote client to
access to the Astaro Security Gateway by using the Secure Sockets Layer
(SSL) protocol. The SSL remote access feature in Astaro Security Gateway
provides security by a double authentication using X.509 certificates and
username/password. Astaro's SSL VPN feature reuses the TCP port 443

to establish an encrypted tunnel to your company, allowing you to access
internal resources.

2.1. Configuration of the Remote Client

2.1.1. Astaro User Portal: Getting Software and Certificates

The Astaro User Portal is available for the remote access users. You

can use this portal to download guides and tools for the configuration of
your client. Especially for the SSL remote access, the user portal offers

a configuration guide and a customized SSL VPN client software, which
already includes software, certificates and configuration handled by a simple
installation procedure. This client supports most business applications such
as native Outlook, native Windows Filesharing and many more. You should
get the following log-in data for the Astaro User Portal from your system
administrator: IP address, user name and password.

1. Start your Browser and open the Astaro User Portal:

Start your browser and enter the management address of the Astaro User
Portal as follows: https://IP address (example: https://192.168.2.100).

A security notice will appear.

Accept the security notice by clicking OK (Mozilla Firefox) or Yes (Internet
Explorer).
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| Astaro SSL VPN Client 1.0 Setup
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Welcome to the Astaro SSL VPN
Client Setup Wizard

This wizard will guide you through the installation of Astaro
SSL VPN Client

o

| Astaro SSL VPN Client 1.0 Setup N =] ﬂ

License

) Rorecment
.‘ SISTEIRO)  Please review the lcense terms before instaling Astaro SSL VPN

v Client 1.0

Press Page Down to see the rest of the agreement.

lhstara S5L VPN Client f’
/A VPN dient for Windows XP/2000.

This distribution contains multiple components
of different authors. Some of the companents

fall under different licenses. By using Astaro SSL VPN Client
or any of the bundied components enumerated

below, you agree to be bound by the conditions

of the license for each respective component.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agresment to install Astaro SSL VPN Client 1.0.

Tiullsaft Install System vz, 18

<Back | rAgee | concel

2. Log in to the Astaro UserPortal:

Username: Your username, which you received from the administrator.
Password: Your password, which you received from the administrator.
Please note that passwords are case-sensitive! Click Login.

3. Load the tools for the SSL Remote Access to your client:

The SSL VPN tab will contain the software and keys for your client; to do

so have two options. Either you download (see item 1) a complete software
package with the pertinent key for a new installation or you update an already
installed SSL VPN client (see item 2) with new keys. The SSL VPN Client is
available for Microsoft Windows 2000 and XP.

Start the download process by clicking on Download.

For the configuration of SSL VPN on Linux, MacOS X, BSD and Solaris
please see installation instructions on http://openvpn.net (all necessary
files are available overthe Astaro User Portal, see item 3).

Close the Astaro User Portal session by clicking on Logout.

The rest of the configuration takes place on the remote user client. This
will require the IP address or hostname of the server, as well as a valid
username and password. These should be supplied by the security system
administrator.

2.1.2. SSL VPN Client: Installing the Software

The first part of the installation uses the Installation Menu to configure basic
settings. The setup program will check the hardware of the system, and then
install the necessary software on your PC.

Unpack the installation package (for example by using WinZip), if you have
received it as a .ZIP file. Open a file browser and go to the appropriate
directory. Launch the file setup.exe from this directory.

You should see the installation wizard now.
Click on Next to proceed.

You will see the software license.
If you agree to the terms of the license, click on | Agree.
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_Astaro S5L VPN Client 1.0 Setup =100 LI

Choose Install Location

.‘ SSTSMRMO  choose the folder in which to install Astaro SSL VPN Client 1.0.

Setup will install Astaro 55L VPN Client 1.0 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Install to start the installation.

Browse...

"Deshﬂahon Folder

Space required: 5.1M8
Space avalable: 4.7GE

Iiullsaft Install System vz, 18

<gack [ mswl | canced |

| Astaro SSL VPN Client 1.0 Setup N =] ﬂ

Installing

.‘ SISTEIRO)  Flease nait while Astaro SSLVPN Client 1.0 is being installed.

TAP-Win32 INSTALL (tap0801)

Extract: tap0801.sys... 100% -]
Extract: OemWin2k.inf... 100%

Create folder: C:\Dokumente und Einstellungen\Richard Striegel\Eigene Dateien'Eige...
Create shortcut: C:\Dokumente und Einstelungen'Richard Striegel Figens Dateien\E...
Create shortcut: C:\Dokumente und Einstelungen'Richard Striegel Figens Dateien'E...
tapinstall hwids returned: 0

TAP-Win32 REMOVE OLD TAP

No devices removed.

tapinstall remove TAP returned: 0

ho devices removed.

tapinstall remove TAPDEV returned: 0

TAP-Win32 INSTALL (tap080 1)

Tiullsaft Install System vz, 18

< Back | [zt > | Canicel

Hardwareinstallation

L} Die Software. die fiir diese Hardware installiert wird:
=)
Astaro S5L VPN Adapter

hat den Windows-Logo-Test nicht bestanden, der die Kompatibilitat mit
Windows XP Gberprift. (Warum ist dieser Test wichtig?)

Das Fortsetzen der Installation dieser Software kann die komrekte
Funktion des Systems direkt oder in Zukunft beeintrachtigen.

die jetzt
und sich mit dem Hardwarehersteller fur Software. die den
Logo-Test hat, in i zu setzen.

Installation fortsetzen I Installation abbrechen I

_Astaro S5L VPN Client 1.0 Setup =100 LI

Installation Complete

.‘ SSESRO)  5etup was completed successfully.

Completed
|

Create shortcut: C:\Dokumente und Einstellungen Richard Striegel Figene Dateien ... |
tapinstall hwids returned: 0

TAP-in32 UPDATE

Updating drivers for tap0801 from C:\Programme Astaro\Astaro SSL VPN Client\drive...
Drivers updated successfuly.

tapinstall update returned: 0

tapinstall cumulative status: 0

Previous Service REMOVE (f exists)

Service INSTALL

Output folder: C:\Programme Astaro\Astaro S5L VPN Client

Created uninstaller: C:\Programme \Astaro\Astaro SSL VPN ClientUninstall.exe
Completed

Iiullsaft Install System vz, 18

= Back I Next > I Cance!

Choose the install location.
Click on Install to proceed.

Then the installation process will be started.

The installation wizard will copy the necessary files on your system. A virtual
network card will be installed during the installation process. Since the
relevant driver is not certified by Microsoft, a corresponding caution message
will appear during the installation process. You can ignore this message.

Click on Continue Installation.

When installation process is finished, you are asked to complete.
Click on Next to do so.
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When installation process is finished, you are asked to close the installation

Completing the Astaro SSL VPN .
Client 1.0 Setup Wizard wizard.
Astaro SSL VPN Client 1,0 has been installed an your Click on Finish to do so.

computer.

Click Finish to dose this wizard.

After the software installation the client is automatically started. Then the

SSL VPN icon (E) will be displayed in your Task bar. A double click on this
icon opens the User Authentication dialogue box.

= Bak: I Finish I Cancel

=* Astaro SSL VPN Client Connection (firewall.project-agenc o ] 53

CreEa—— ] Log in with your Username and Password, which you use also for the Astaro
O TS R e B User Portal and then start the connection by clicking OK. The connection
status is indicated by the SSL VPN icon: Disconnected (ﬁ), connecting (E)

Astaro SSL VPN Client - User Authes

[ ==ss— and connected ().
Password:
[ | The Connection dialogue box allows you to monitor the set-up of connection.

The SSL VPN Remote Access can be disconnected by clicking Disconnect.

iscarect | Focomrect e Further information is usually available from the network administrator,

The basic settings for the remote access via SSL are now finished. Depending
on the Security Policy of your organization and the requirements of your
network you might have to make additional settings.
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